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S7-1200 OPC UA Overview



UA - The open 14.0/1oT standard interface for SIEMENS
easy and secure integration of any 3'd party device to the lngenuity for ife

SIMATIC S7-1200 / S7-1500
OPC UA Server Data Access

Connect any 3" party device
to the S7-1200/S7-1500

Symbolic access to optimized

(©] ﬁ or absolute addressed data of
the PLC
Security integrated
— (Authentication,signed&
- encrypted communication)

Online browse and offline
engineering
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Read and write PLC-data easy, standardized and symbolic SIEMENS
It«g,eb\ui -for(jfa

Easy setup

Project Edit View Insert Online Options Tools IECPLTest FFlus Plugin Window Help RMmeta checks Hwecn HmiTools XRefTools

5 (Y savepraject & X X D 500G E R § Goonline ¥ Gooffine fz M B 2 < ]

Totally Integrated Automation
PORTAL

Activate the OPC UA [ - | optons &
S e rve r I n the P L C - - OPC UA server interface R . OPC UA elements %

v ‘ Find and replace

S Bl Tl Hade ype Locel dete Date yype Locel date Dets type
. | J»_ - i I Interface = [l Program blocks
properties B Add e device ‘ o e W
s Devices & networks s <@ fobotName String <@ fobotAobotame String s <0 FobotMame String I:B 5
C 4 = @ movetnable Boolean < FboTMoveEnabie 8001 = @ moveenabie ool =
~ L@ PLC_1 [CPU 1212C DC/DC/DC] = &0 RoleaseProd Boolean <G8 Aobot AnleaseProd Bool = <0 Roleasabrod Bool =
- - . mboE i aobo = N snobotio® thole words onl ®
BY Device configuration s v @ ot Robouob® @ Rabotobs Roboob® = v b Rabotioty 2
) . : . @ ed Boolean -3 Fobotobs Used Bocl = <@ Used Bool P
y Online & diagnostics L = Type Byte < FobotJobs Type Byte = Type Byte ) o
- ';-_p Frogram blocks I - 4@ reference Byt 3 Robotiobs Aeference ey = 4@ Reference Byte Find in su ucture
. - <@ Started Boolean <) Robotlobs Started Bool & <0 Strted Bool
. I Add new block = @ ko Boolean 2 fobotiobs.Eror ool = <@ ko ool Fi
&/ Main [0B1] s 4@ Done Boolean <@ fobot Jobs Dane Bool L s <@ Done Bool
onifirmtnat you nave . — i -+ @ suewiouzt
@ COPCUA_Types [DB2] ¥ = * i@ vahe(DB3) Instance DB of ValveF ...
urchased the correct P N 5T S s o
~ : . = = <2 UAMethod_infara... “UDT_InArguments”
p 3 External source files A i =5 -
|. » L@ PLCtags =R L=
Ce nS e = R = v <3 UAMethod_OutFa... “UDT_CutArgurments”
I » PLC data types . au =
» [ Watch and force tables + @ oown Boor [ Find |
& = = b @ inpur
» Online backups L
- P « 5 Ot
b [z Traces = b @ Sutic
~ [ OPC UA communication ® L# Technology objects

» L3 PLC eys
s i L ey
v Li] Serverinterfaces

Create an OPC UA e
Server Interface and " 5 rogrers e
download it to the PLC N - P

. Device proxy data

|§, Properties ||"_i.‘.lnfo y” ] Diagnostics
| v ‘ Languages & resources

<] [ | General i) ” Cross-references || Compile
v | Details view Show all messages |,‘ Editing language:
Compiling finished (errors: 0; warnings: 0} ﬂ
1 Path Description Goto ? Errors Warnings | Time
. . — & - rca A o 0 1:19:26 FM Reference language:
Sym bolic access via © - rrogramblocks p o o 1119:27 M [Cerman Germary =
Q OPFCUA_Types (DB2) Block was successfully compiled A 1:19:27 PM
OP‘ UA Compiling finished {errors: 0; warnings: 0) 1:19:28 PM

B B S

Server interf

4 Portal view =3 overview i PLC1 | @ orcua_type | semings
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Enable OPC UA



OPC UA Server Features
Enabling the OPC UA Server

Siemens - C:\Users\Siemens\Documents\Automation\S7-1200 Tabletop Demo V16 KTP700 V3\57-1200 Tabletop Demo V16 KTP700 V3

Project Edit View Insert Online Options Tools Window Help

j 5 E Save project

M E X O MG TR § coonline ¥ cootiline | g N M@ ¢ 1]

SIEMENS
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<Search in project= 2.

I]'f Device configuration 1

ﬂ Online & diagnostics
|8 Program blocks

[ Technology objects
External source files
I:d PLC tags

[ PLC data types

[5 Watch and force tables
[ online backups

E Traces

(i@ OPCUA communication

y v v dv v vy

ﬂ Device proxy data
=_W'i Program info
|E] PLC alarm text lists

» 5 Local modules
» [ HMIKTP700 [KTP700 Basic PN]
» @, uUngrouped devices
» E:. Security settings
» E Cross-device functions
» ﬁ Common data
» Pj] Documentation Settings
L3 % Languages & resources

103

§7-1200 rack

FES

J Devices " Plant objects ‘ |; Topology view ||ﬁEh Network view |m'f Device view |_
EH] & [cPuiz15CcPU 1215¢] =
Marne Version s E
¥ ] 57-1200 Tabletop Demo V16 KTP700, 4_

ﬁb'ﬁdd new device <

ﬁﬁh Devices & networks 1 &

'ECPU'IZ'ISC[CPU'IZ'ISCD Qg
—

Security note

Activating the OPC UA server reduces the protection against unauthorized
internal or external access to functions and data of this CPU. 6

Every OPC UA client is allowed to access the server by default. Use the OPC
UA security settings to restrict the access.

Double-click "Device configuration" in the project Tree

In the inspector window below:
Click "Properties" tab

Click “General" tab

Click 'General' settings under the OPC UA > Server >
General

Check the “Activate OPC UA server’ check box

Click “OK” for the security note (This appears because
We have not defined global OPC UA Security settings).

General
Startup
Cycle
Communication load
systern and clock memaory
» Web server

Multilingual support

Time of day
» Protection & Securi

» L& version control interface * OPCUA
» @ Online access General
» [ Card ReaderlUSB memory - Server
General
Options
<| il ‘ 2 ~ Security
> |Reference projects e drnmel

<

Details view

User authentication

Unrestricted © Siemens 2020

tem constants ” Texts |

_

> General

Accessibility of the server

Server addresses

Address
opc.tcp:ii192.168.0.10:4840

Activa rver

(<]
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OPC UA Server Features
Enabling the OPC UA Server

J General || 10 tags || System constants || Texts |

b Pulse generators (FTO/PYWIM)
Startup
Cycle
Communication load
System and clock memory
» Web server
Multilingual support
Time of day
» Protection & Security
* OPCUA
General
v Server
General
Options
* Security

Secure channel

llser authenticatinn

T = T a7

Unrestricted © Siemens 2020

>

General

SIEMENS
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Accessibility of the server

[ Activate OPC UA server

Server addresses

Address
opc.tcp:192.168.0.10:4840

<] i

1. Copythe address.

usa.siemens.com/s7-1200




OPC UA Server Features SIEMENS
Enabling the OPC UA Server ngenuity for Life

|§. Properties ||"_i.'.lnfo ”ﬂ Diagnostics

7 A R ”
J General ” 10 tags || System constants ” Texts | 1. Select “Runtime licenses
) rrOMNETmerace X1 Runtime licenses 2. Select “SIMATIC OPC UA S7-1200 basic’ as the type
1 of license.

kAl ZJ'N}J 2 OPC UA
b 201 Signal board
» High speed counters {H5C) Runtime licenses
} Pulse generators (PTO/PYWIM)

Startup Type of required license: | SIMATIC OPC UA S7-1200 basic |v|

Cycle Type of purchased license: EINEY ool aQUEEAR belvlo} T 1T

Communication load

System and clock memory
b Web server

Multilingual support

Tirme ofday

-

Protection & Security
w QOPCUA

General

T ¥ T =i

- Server
General
Options
w Security
Secure channel

User authentication

-

Advanced configuration
Connection resources
Overview of addresses

b Runtime licenses |-
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OPC UA Server Features
Download CPU Project

J4 Siemens - C:Wsers\Siemens\DocumentsiAutomation\s7-1200 Tgbletd 16 KTP700 V3\57-1200 Tabletop Demo V16 KTP700 V3

Project Edit View Insert Online Options Tools Windowys Help

Gt N sveproject @ X 2l 7 X 9 @ 5[0 B R Y coonine F cooriine dp MA % - )

Search in project

Project tree m 4
J Devices || Plant objects | |E Topology view "Eg'b Network view
[ H R |4 [euiziscicuizisg  [=] BB [GlE @
"

Name Wersion §0%
¥ | ] 57-1200 Tabletop Demo V16 KTP700 V3 N 5«'}‘0

ﬁf\dd new device 1 ,\'1?‘9 el

Eg-h Devices & networks & &

~ [/ CPU 1215C[CPU 1215C DODCIFC]

[T Device configuration
y Online & diagnostics
» ';:; Program blocks 57-
» p_:ﬁ Techneology cbjects

3 External source files < " I
» [@ PLCtags

» [ig PLC data types

] :al Watch and force tables
= [ Online backups

General
RN
-MNo messa

1 Path

L3 E Traces

» ::«:- OPC UA communication

» [§ Device proxydata

0% Program info

&) PLC alarm text lists

p_u Local modules

HMI KTP700 [KTP700 Basic PN]

Configured access nodes of "CFU 1215C"

Ungrouped devices

Security settings
ross-device functions

iy 452 B0 G 40 [ ~

G

Common data

Documentation settings [ Flash LED
» [@ Languages & resources
b [ version contral interface

b (1 Online access

v [ Card ReaderiUSE memary Online status information:

<] [ NE
» | Reference projects

<

Details view

Module

Device Device type Slot Interface type  Address Subnet
CPU1215C CPU1215C DOID 131 FNIE 192163010 FRfIE_2
CP 12431 CP 12431 101 X1 FNIE 19216811 PRAE_1
CFU1215C CF1243-1 101 TeleService 200165
Type of the PGIPC interface: ﬁ_PNI\E "l
PGIFCinterdace: [ Intel(R) 52579LM Gigabit Network Connection | | (€
Connection to interface/subnet: | Direct at slot'1 X1 [~ ®
15t gatewsay: | ‘vl @
Select target device: Show all compatible devices ‘V|
Device Device type Interface type Address Target device
CFU1215C CPU1215CDCD...  PHIE 192.165.010 CFU1215C
= = FHIE Access address =
B Device type

1. Found accessible device hmi kep7o0
© scan completed. 1 compatible devices of 3 accessible devices found

Scan and information retrieval completed.

=17 Retrieving device information...

Start search

[ Display only error messages

:

ke

<] ]

Cancel ‘

SIEMENS
Iug,eb\uily—for&‘fa

1. Click onthe CPU1215C in the project tree. Select the
Download icon on the toolbar

2. Click the “Download” icon from the project toolbar. [I1

Since the previous module we disabled all other interfaces for
simulation, we will be prompted with the "Extended download to
device" screen. For help on this, please ask instructor or refer to
instructions in module 4.

3. Click 'Load".

4. Continue through the download prompts, as needed.

Note: Since the changed were hardware configuration settings,
this download will put the CPU in "STOP".

usa.siemens.com/s7-1200
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Starting the OPC UA Client



OPC UA Server Features
Starting a OPC UA Client

SIEMENS
/ug,u\uily-forufa

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

File View Server Document Settings Help

NePPR # = & X “lie RO

1. Minimize TIA Portal then from the desktop open the
application “UaExpert”

If it ask for additional information when launching enter
“Siemens” as Organization .

Project B X Data Access View o Attributes [
Uabspert ; —
roje Erver ode isplay Name atatype wou 2
v [ Project # 5 Mode Id Display N Datatyp son] 4 k@ [+]
0 Servers Attribute Value
v [1 Documents
[0 Data Access View
< >
g x References g X
3 7 2 48 Foward v Q)
Reference Target Display
< > s >
Log 5 X
8 P
Timestamp Source Server Message 2
6/30/2020 4:41:... UaExpert Loaded Server Diagnostic Plugin (Static Plugin)
6/30/2020 4:41:... UaExpert Loaded Data Logger Plugin (Static Plugin]
6/30/2020 4:41:... UaExpert Loaded GDS Push Plugin (Static Plugin)
6/30/2020 4:41:... UaExpert Loaded File Transfer Plugin (Static Plugin)
6/30/2020 4:41:... UaExpert Loaded XML Nodeset Export Plugin (Static Plugin)
v

6/30/2020 4:41.... UaExpert UaExpert is ready to use.

Unrestricted © Siemens 2020
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OPC UA Server Features
Starting a OPC UA Client

- Unified Automation UaExpert - Th

SIEMENS
Iug,eo\uily-forufa

fchitecture Client - MewProject” - O *

I
_ - Bl Add Server / 2 I rox 1. Add a new server connection by clicking the blue plus
1 Configuration Mame _° P s g » ICOI’] on the t00|bal’| * |

o 27 B @ [+

D@ Q < _
Project & X  Data Access View
v [ Project # Server Discovery Advanced "—

3 Servers
v [A Documents
[0 Data Access View

2. Name the connection “1215 Demo”

Attribute  Value

3
[ope.tep:/f192.188.0.10:48490 4 3. Select the “Advanced” tab
O
4. Paste the Url that was copied from the CPU properties

Server Information

Endpaint Url

Reverse Connect

Security Settings
Security po"qg Nore = (opc.tcp://192.168.0.10:4840).
e sy e . 5. Make sure "Connect Automatically" is checked

Authentication Settings

e S == © Anonymous s @i~ @ | 6. Select “OK”. This leave the user as “Anonymous” with
Username F— Store Reference Target Display no security settings.
Password
Certificate
Private Key

Session Settings

Session Mame

= L 2]« 3
Log : / 5 : & »

8P Connect Automatically

Timestamp Source Server Message N
6/30/2020 5:01:... DA Plugin 1214 Deme CreateMonitored|

6/30/2020 5:01:... DA Plugin 1214 Demo Itern [MNS3|5tring| UperatingModel succeeded : RevisedSamplinglnterval=250, RevisedOueueSize= 1, Monitoredltemld=2 [ret = Good]
6/30/2020 5:04:... AddressSpaceM... 1214 Demo Unregister for ModelChangeEvents returned Good

6/30/2020 5:04... Server Mode 1214 Demo Connection status of server 1214 Demo’ changed to 'Disconnected'.

6/30/2020 5:04:... DA Plugin 1214 Demo Deleting subscription 0

6/30/2020 5:04... Server Mode 1214 Demo Disconnect succeeded. v

Unrestricted © Siemens 2020
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OPC UA Server Features SIEMENS
Accepting the CPU certificate lngenuity for ife

B Certificate Validation ? X
Validating the certificate of server 'SIMATIC.S7-1200.0PC-UA.Application:CPU 1215C returned an error: 1 . C heCk the bOX to accept the server ce rtlfl Cate
(%) | Badcertificateuntruste temporarily for this session.

Certificate Chain

2. Select “Continue”

MName Trust Status
o CPU1215C/OPCUA-1 Untrusted

Certificate Details

A
Errar ok [BadCertificatelntrusted]
Common Name CPUI215C/OPCUA-1
Organization Siemens
OrganizationlUnit
Locality
State
Country DE
DomainComponent
Issuer
Common Name CPU1I215C/OPCUA-1
Organization Siemens
OrganizationlUnit
Locality
State
Country DE
DomainComponent
Valid From Tue Jun 30 16:15:52 2020
Valid To Tue Jun 30 00:00:00 2037
Serial Mumber o1
Signature Algorithm  RSA-SHA256 v
- Ca., . A (ANAD La) 2
A
Accept the server certificate temporarily for this session | Continue | | Cancel |

—

Unrestricted © Siemens 2020
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OPC UA Server Features SIEMENS
Viewing system data from the CPU lngenuity for ife

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject” 1. The CPU OPC UA Server is now connected
File VWiew Server Document Settings Help 2 S | t t d t t ( h
> T R ; : . OelecCl some system adata parameter (such as
(P BBO = X485 pED SO S o
— —— OperatingMode and SerialNumber) and drag them to
W n Project F'3 Server Mode Id Display Mame Value Datatype the Da.ta ACCGSS VIeW In the Center area.
~ [A Servers 1 1215 Dema NS3|String|Oper.. OperatingMaode 8 (Run) Int32 i
2y 1215 Demo 2 1215Deme NS3|String|Seria.. SerialNumber  SV-MACT7241  String 3. Note: The S7-1200 does not automat|ca||y create a
hd Documents \ 0 .
g {3 Dete ol Serverinterface so no process data is available yet.
/4
Address Space g X
7 |No Highlight - Q
O
E:I Root ~ &
v [ Objects

8
v & CPU1215C qgﬁ.)
DeviceManual QK
DeviceRevision
EngineeringRevision /
HardwareRevision

Manufacturer

Model l

OperatingMode /

OrderNumber

RevisionCounter y 4

SerialMumber M
SoftwareRevision

> -& Devicebet

> -& Server

I Serverinterfaces ——— <

Unrestricted © Siemens 2020
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Creating an OPC UA Server Interface



OPC UA Server Features SIEMENS
Create an OPC UA Server Interface ngesuity for Life

Iy Siemens - C:\Users\Siemens\Documents\Automation\57-1200 Tabletop Demo V16 KTP700 V3\57-1200 Tabletop Demo V16 KTP700 V3

Preject Edit Wiew Insert Online Options Teols Window Help 1

j BH Save project 5, X, iz :5 X N =nJ|I Lﬂ m ';?r & Goonline ;5 Go offline ﬁgh? m m x :l _U Search in project= Open the TlA Portal projeCt In the prOJeCt tree’ naV|gate

to OPC UA Communication > Server interfaces > add
J Devices | Plant objects | | Topology view [y Netw new server interface
T = B CPU 1215C [CPU 1215C SRR : . .
- S ] : Sl ks _ 2. Leave the default settings for the OPC UA interface.
p Add new server interface [X
MName Versio
i 57-1200 Tabletop Demo V16 KTF700 V3 il o o B B
Jﬁm e device 1 | [Semer mterince s | Note: "Companion specification” option can be used to
gy Devices & networks import standard interfaces like for PackiVL.
T | CPU1215C [CPU 1215C DC/DC/DC]
[IY pevice configuration @ 2 E Interface [~]
4| online & diagnostics :I I
] l;gl Program blocks Server /
» [ Technology objects interface -
4 External source files E Descrlpftlon: - -
» I:i PLC tags EEEEEEEE— Server interfaces allow the manual definition of OPC UA nodes with individual structures o
= » bazed on SIMATIC data types.
» Lig PLC data types .I
» 55 Watch and force tables J_ [ ]
- rj;, Online backups » Companion
¥ F‘ﬁ Traces 5 specification
« [& OPCUA communication / l »
~ Tg| Server interfaces Y
§_i¥ Add new server interface b
» i} Device proxy data »
E'i Program info »
E] PLC alarm text lists
» [[ Local modules
» [5i HMIKTP700 [KTP700 Basic PN]
» %, Ungrouped devices
» 5§ Security settings »
» [3d Cross-device functions Mare...
» m Common data 3
» [5]) Documentation settings » | » Additional information
» p_@ Languages & resources -
» E\'&: Version control interface E Add newand open oK Cancel
» g Online access
» [ Card ReaderilISR memany _ . [

Unrestricted © Siemens 2020
usa.siemens.com/s7-1200



https://opcfoundation.org/markets-collaboration/omac-packml/

OPC UA Server Features SIEMENS
Adding Data to the Server Interface lngenuity for ife

..[16 KTF700 V3 » CPU 1215C [CPU 1215C DO/DC/DC] » OPC UA communication » Server interfaces » Server interface 1

=p Exportinterface 5, Consistency check 55 = 1. Drag & drop tags from the OPC UA elements table on
OPCUA senverinterface OPC UA elements the right to the OPC UA server Interface table on the
Browse name Mode type Project data Data type
1 "_EI Server interface_1 |Ir1terface 1 v g Frogram blocks E left.
2 s < Analog Potl UINT 2 4 E Technology objects 3
5 s 4 AnalogFot2 UINT s |~ [gPictags E * PLC Tags \ Default tag table \ Tags \ Analog Potl
M a v
: mﬁn:otk_bw — : . ?;ﬁ:;ﬁguble + PLC Tags \ Default tag table \ Tags \ Analog Pot2
6 s < AlwaysFALSE Bool
E e / — * PLC Tags \ Default tag table \ Tags \ clock_Byte
8 s < Analog Potl Ulnt .
i =8 @ Anlog ol Nam real 2. Download the project to the CPU
'l 10 = 4 Analog Potl Scaled Real
ml 11 Ll <@ Analog Pot2 ulnt
"2 s < Analog Pot2 Morm Real
13 Ll <@ Analog Pot2 Scaled Real
14 L] < ASCII_RCY_Complete Bool
15 = <0 ASCII_RCY_CompleteQneSh.. Bool
16 L] < ASCII_RCV_Error Bool
17 = ] ASCI_RCV Status Word
18 = < ASCI_Send_Complete Bool
19 L] < ASCI_Send_Complete_Cne.. Bool
20 = 4l ASCII_Send_Error Bool
21 L] gl ASCIl_Send_One_Shot Bool
22 = 4l ASCIl_Send_Status Word
23 s 4m ASCIHn Enable Bool ~
(<] Il > [<] M [[>]

Unrestricted © Siemens 2020
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Testing the OPC UA Server Interface



OPC UA Server Features
Refreshing the server interface in the client

- Unified Automation Uakxpert - The OPC Unified Architecture Client - NewProject™

File View Server Document Settings Help

NTePPBO =2 X442 8 B O

Project F X | Data Access View
v [0 Project # Server Mode
v [0 Servers 1 1215 Demo MS3|String
% 1215 Dema 2 12153 Demo MS3|5tring

v [0 Documents = Remove

n Data Ace ; Connect ) .

Disconnect -
~y Properties...

¢, EChange User.

Il

Unrestricted © Siemens 2020

SIEMENS
Il«\g,u\uily-forufa

1. Switch back to UaExpert. Use the right mouse menu
for the 1215 Demo under servers to “Disconnect’”.

2. Right mouse again to select “Connect”. Accept the
certificate again.

B Certificate Validation ? X

Validating the certificate of server 'SIMATIC.57-1200.0PC-UA. Application:CPU 1215C returned an error:
Q | BadCertificateUntrusted

Certificate Chain

Name Trust Status
o CPU1215C/OPCUA-1 Untrusted

Certificate Details

rror ok [BadCertificateUntrusted]
Common Nam: CPU1215C/OPCUA-T
Organizati Siemens
OrganizationUnit
Locality
State
Country DE
DomainComponent
Common Narn. CPU1215C/OPCUA-1
Organizati Siemens

cali

Tue Jun 30 16:15:52 2020
Tue Jun 30 00:00:00 2037

Serial Number o1
Signature Algorithm  RSA-SHA256

Accept the server certificate tempararily for this session Cancel

usa.siemens.com/s7-1200




OPC UA Server Features
Viewing system data from the CPU

SIEMENS
Iug,eo\uily-forufa

' Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject®

File VWiew Server Document Settings  Help

D PBE =2 X4 & X O

Project & X | Data Access View
v [A Project g Server Mode |d Display Mame Value Datweype
v [ Servers 1 1215 Dermno M53|5tring|Oper... OperatingMode 8 (Run) Int32
Q} 1215 Demo 2 1215 Demo M53|5tring|Seria.. SerialMumber SV-MACTT241 String
— D 3 1213 Demo ME|Mumericl2  Analog Potl a07a Uint1g
0 Documents 4 1215 Demo MS4|Mumeric|3  Analog Pot2 14914 Ulnt16
[! Data Access View 5 1213 Demo M Mumericld  clock_byte 14 Byte
<4
Address Space B X /
4 | No Highlight - /
=) Root ’
v [3) Objects R
S
» & CPU1215C %
> ok DeviceSet fbo"
> o Server Q
v [ Serverinterfaces )
v I3 Serverinterface 1 V4
> @ Analog Potl /
» @ Analog Pot2 N
¥ lcon \
> @ clock_byte
> D Types
> I3 Views

Unrestricted © Siemens 2020

Drag the new tags from the Server interface_ 1 folder to
the Data Access View in the center area.

Adjust the 2 potentiometers on the demo kit to see the
values change.

usa.siemens.com/s7-1200
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S7-1200 OPC UA
Additional Information



(F)PC tL'JA Slerver for SIMATIC S7-1200 based CPUs SIEMENS
unctional scope lingemuity for ife

Registered
read / write

Browsing Read / Write Companion

Subscription Specification

Limitationsin the first version:

Client Client Client Client Client
A - No supportof
structured datatypes
and arrays

- No supportof Methods

Request Reg. nodes

(73
[0}
o
o
c
i
g}
=
[}
7}
c
o
o
0
o}
o

- No supportof
Alarms & Conditions

Lonims
T - d ©

Unrestricted © Siemens 2020
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OPC UA Subscription — OPC UA Client subscribing to value SIEMENS
change of data lngenuity for ife

OPC UA server is monitoring variables of the plc

1
Network bandwidth used is PLC data - OPC UA server
minimized

OPC UA client

=
- m

OPC UA Client can ask for specific
detailed subscription parameters

Filtering possible to avoid small
changes of values

Unrestricted © Siemens 2020
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“The only communication technology in the factory, with implicit security
features and the potential for the challenges posed by Industrie 4.0, that |

Security is an integral part of OPC UA am aware of today, is OPC-UA.”
-- Holger Junker, German Federal Office for Information Security, (BSI)
0 / !
Workflow Result

Export of the OPC UA Offline certificate exchange Proventechnology

server certificate from the —_— _ Analog commontechnologies
TIAPortal and importin -— e - | like TLS
3 party engineering

Importof the OPC UA _

client certificate into the
TIA Portal

2 step concept
Applicationand user
authentication

Addthe OPC UA client
certificate to the trust list
of the OPC UA server

Use Case specific
Multiple security policies can be
offered at the same time

- N
User authentication by ' Performance
username & password Unsecure communication
additionally possible : : ossible for maximum
yP None 128bit 256Dbit b

B B S
N

performance

Unrestricted © Siemens 2020
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XML-Export to make offline engineering of OPC UA clients SIEMENS
even easier lngenuity for ife

OPC UA XML-Exportdirectly out of the TIA
Portal

G Clients can be programmed offline
without PLC

AAAAA
lllll
________
,,,,,,,,,,,,,,,,
‘‘‘‘‘‘

Openness:

Download API

Export can be triggered by

0 Openness API to support direct
integration in 3rd party
engineering

Unrestricted © Siemens 2020

Q Standardized OPC UA XML file by
the OPC Foundation
Download

usa.siemens.com/s7-1200




Licensing OPC UA @ SIMATIC S7-1500 CPU / SIMATIC S7- SIEMENS
1200 CPU Ingemaity far e

CPU- CPU-1200 | ET 200SP CPU up to CPU-1515/ CPU-1517/
Type CPU-1513 (F) CPU-1516 (F) CPU-1518(F)
Required — A— — T
License

basic small medium large
Price 50€ 100€ 200€ 300€

Easy license concept with individual ordering number depending on the PLC-class

usa.siemens.com/s7-1200



End of 'OPC UA Server' SIEMENS
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THE INFORMATION PROVIDED HEREIN IS PROVIDED AS A GENERAL REFERENCE REGARDING THE USE OF APPLICABLE PRODUCTS IN GENERIC APPLICATIONS. THIS
INFORMATION IS PROVIDED WITHOUT WARRANTY. IT IS YOUR RESPONSIBILITY TO ENSURE THAT YOU ARE USING ALL MENTIONED PRODUCTS PROPERLY IN YOUR
SPECIFIC APPLICATION. IF YOU USE THE INFORMATION PROVIDED HEREIN IN YOUR SPECIFIC APPLICATION, PLEASE DOUBLE CHECK ITS APPLICABILITY AND BE
ADVISED THAT YOU ARE USING THIS INFORMATION AT YOUR OWNRISK. THE PURCHASER OF THE PRODUCT MUST CONFIRM THE SUITABILITY OF THE PRODUCT FOR
THE INTENDED USE, AND ASSUME ALL RISK AND LIABILITY IN CONNECTION WITH THE USE.

THIS GUIDE SHOULD NOT BE USED AS ASUBSTITUTE FOR OR IN LIEU OF A THOROUGH REVIEW AND UNDERSTANDING OF ALL WRITTEN INSTRUCTION AND
OPERATION MANUALS AND GUIDELINES.

THE CONTENTS OF THIS GUIDE SHALL NOT BECOME PART OF OR MODIFY ANY PRIOR OR EXISTING AGREEMENT, COMMITMENT OR RELATIONSHIP. THE SALES
CONTRACT CONTAINS THE ENTIRE OBLIGATION OF SIEMENS.

MODIFICATION AND OR DISTRIBUTION OF THIS CONTENT IS STRICTLY PROHIBITED.
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